Generating a certificate

To request a certificate from a Certificate Authority (CA), you will need to give them a Certificate Signing
Request (CSR).

For instructions on how to generate a certificate please see
https://docs.google.com/document/d/1FPXAE7U2yOGPUUuQWES6ZwWGEYKMEDTYf 8fgzdvrNwMw

Located at
LAVA Drive > Information, Guides, and How To > Certificate Generation

Install

SAGE2 doesn't use the built in Windows hosting services, it uses Nodejs.

Nodejs handles certificates itself using the sage_install_folder/keys folder.

Someone might normally double click on a .crt or .key file to install into the default Windows service, this does
not work for SAGEZ2.

Within the keys folder, each hostname/IP address will come in sets of three.
Two .crt and one .key.
By default, Windows binaries come with localhost and 127.0.0.1 files:

127.0.0.1-ca.crt
127.0.0.1-server.crt
127.0.0.1-server.key
localhost-ca.crt
localhost-server.crt
localhost-server.key

The naming scheme must match and all three files are needed. However, CA wil only provide the server .crt
file. The .key is generated when the CSR file is made. It is easier to let SAGE2 create the third file.

It is first recommended to let SAGE2 generate the three necessary files, if you have already been using
certificates for the hostname and are updating them, the following steps may be skipped.
e Open the control panel, http://<hostname>:1000/

Click on Admin

Click on Wall configuration - assisted

Set the Hostname

Save And Make Certificates, at the bottom of the page


https://docs.google.com/document/d/1FPXAE7U2yOGPUuQwE56ZwGEYkMEDTyf_8fqzdvrNwMw/edit
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The above steps will generate the three file set, where they will be located in the keys folder.

E=EFETSC)

.« Local Disk (C) » SAGE2-30.136 » - || Seorch SAGE2-3.0.136

He=im

EII@

. Favorites
& Downloads

Bl Desktop
1 SAGE2 Media

. Libraries
@ Documents
i@l Git
J’F Music
[ Pictures

ﬂ Videos

& Homegroup

L Computer
&, Local Disk (C:)

, 24 iterns

Organize v

f—
L

=] Open

Mame

1 bin

1. config
b doc

L logs

| node_modules
L public

| sabijs

3 src

L tmp

|| AUTHORS

electron,js

Date modified

8/8/2018 6:35 AM
9/29/2018 11:06 AM
B/8/2018 5:33 AM
8/8/2018 6:33 AM
8/8/2018 6:33 AM
B/8/2018 6:35 AM
9/29/2018 11:06 AM
8/8/2018 6:34 AM
9/29/2018 11:06 AM
B/8/2018 6:35 AM
B/8/2018 5:33 AM
9/29/2018 11:47 AM
B/B/2018 6:33 AM
B/8/2018 6:33 AM

Print New folder

-

Type i

File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File

1Script Script File

(.

& Downloads

Pl Desktop
| SAGEZ_Media

4 Libraries
@ Documents
i Git
J‘ Music
& Pictures

2 Videos
#d Homegroup
Lt Computer

&, Local Disk (C:)
s WDP 2TE (D2)

-

=

GenHPKP.bat

Windows Batch File

4

MName
L ST UL AT

|| GO-linux

|| GO-mac
GO-windows.bat
init_webserver.bat
init_webserver.cmd

kalapawai.manoa.hawaii.edu-ca.crt
=] kalapawai.manoa.hawaii.edu-server.crt

|_, kalapawai.manoa.hawaii.edu-server.key

5 localhost-server.crt
|_| localhost-server.key
| README.bxt

L] vBeext

Date modified

8/8/2018 6:33 AM
8/8/2018 6:33 AM
8/8/2018 6:33 AM
8/8/2018 6:33 AM
8/8/2018 £:33 AM
8/8/2018 6:33 AM
10/8/2018 10:38 PM
10/8/2018 10:38 PM
10/8/2018 10:38 PM
10/8/2018 10:38 PM
10/8/2018 10:38 PM
10/8/2018 10:38 PM
8/8/2018 £:33 AM
8/8/2018 6:33 AM

[ T

Date modified: 8/8/2018 6:33 AM
Sizes 550 bytes

Type

e
File

File

Windows Batch
Windows Batch
Windows Comer
Shell Script
Security Certificy
Security Certificy
KEY File -
Security Certificy 1
Security Certificy
KEY File

Text Document
EXT File

Date created: 9/29/2018 11:03 AM




Now the certificate and key will need to be moved to the keys folder
e After submitting a CSR to a CA, they usually respond back with a download link to a variety of options
for the certificate.
e Use the link and download the X509 Certificate only, Base64 encoded
o If that that option is not available, get the X509, Base64 file. It will need to be trimmed to work
correctly through trial and error. More on this later.
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Enrollment Successful

Certificate Services Manager <support@cert-manager.com>
tome ¥

Hello,
You have successfully enrolled for an InCommon SSL certificate.
‘You now need to complete the following steps:
* Click the following link to download your SSL certificate (generally try to use a version that includes intermediates & root or your certificate may be rejected by some older clients)

Format(s) most suitable for your server software:
as X509, Base64 encoded: https://cert-manager.com/customer/InCommon/ss|?action=download&ssl|d=1009543&format=x509

Other available formats:
as PKCS#7 Baseb4 encoded: https://cert-manager.com/customer/InCommon/ssl?action=download&sslid=1009543&format=base64
as PKCS#7 Bin encoded: https://cert-manager.com/customer/InCommon/ssl?action=download&sslid=100954 3&format=bin

as X509 Certificate only, Base64 encoded: hitps://cert-manager.com/customer/InCommon/ss|?action=download&sslid=

O
Edit the downloaded file’s name to match the <hostname>-server.crt file
Then get the .key file that was generated when the CSR was generated and make its file name match
the <hostname>-server.key file.
e Make duplicates of the .key and .crt file you just renamed.
o Sometimes the CA will put a time limit to how long the .crt file download is available.
o If the .key file is lost, it cannot be recovered and the .crt file becomes unusable.
o Should the .key file be lost, usually CA will allow regeneration. Some will charge a fee for
regeneration.
e Replace the old files with the ones you just name edited. The names should match the formatting of
those generated using the control panel
<0 Rt O B

Organize » Open Print New folder

&
& Downloads = MName Date modified

L wumuvenen Gy LU U
Ml Desktop — e

| SAGE2 Media | GO-linux 8/8/2018 6:33 AM

| GO-mac 8/8/2018 6:33 AM

[ GO-windows.bat 8/8/2018 5:33 AM Windows Batch
%/ init_webserver.bat 5/8/2018 6:33 AM Windows Batch

4 Libraries

'j Documents
ﬂl] Git | init_webserver.cmd 8/8/2018 6:33 AM Windows Commr

& Music it 8/8/2018 6:33 AM Shell Script

] Pictures 5 kalapawai.manoa.hawaii.edu-ca.crt 10/8/201810:38 PM  Security Certificy

B Videos 5 kalapawai.manoa.hawaii.edu-server.crt 10/8/2018 10:38 PM  Security Certificy

|| kalapawai.manoa.hawaii.edu-server.key 10/8/2018 10:38 PM  KEY File i
S e 10/8/2018 10:38 PM  Security Certificy 1

5 localhost-server.crt 10/8/2018 10:38 PM  Security Certificy

| localhost-server.key 10/8/2018 10:38 PM  KEY File

| README.txt 8/8/2018 6:33 AM Text Document

L v3.ent 8/8/2018 6:33 AM EXT File

Ll | 1 |

@ Homegroup

1M Comnputer
£, Local Disk (C:)
== WDP 2TE (D:)

~ | GenHPKP.bat Date modified: 8/8/2018 6:33 AM Date created: 9/29,/2018 11:03 AM
™ Windows Batch File Size: 550 bytes



e Restart SAGE2
e Test to see if it was installed
Connect to the SAGE2 interface using the certificate hostname

o After the page loads, look at the address bar
o To the left of the URL should be a lock icon
o Click on the lock icon

m If the information popup says “Secure Connection” then it has been installed correctly.
m Ifthere is no lock icon, it was not installed correctly

If the X509 Certificate only, Base64 encoded file is
unavailable

You may have to manually reduce the X509, Base64 file.

This can be a guess and check process

For example this image shows that the contents of the X509, Base64
It contains four separate certificates for different usage cases.
However only one will work correctly

= kalapawai_manoa_hawaii_edu.cer X

1 F—-—-BEGIN CERTIFICATE
MIIEN]jCCAXx6gAWIBAgIBATANBgkqhkiG9w@BAQUFADBVMQswCQYDVQQGEWITRTEU
MBIGA1UEChMLQWRKVHJ1c3QgQUIxJjAKBgNVBASTHUFKZFRYdXNOIEV4dGVybmFs
IFRUUCBOZXR3b3J rMSIwIAYDVQQDEX1BZGRUcnVzdCBFeHR1cm5hbCBDQSBSb290
MB4XDTAwWMDUzMDEWNDgzOFoXDTIwMDUzMDEWNDgzOFowbz ELMAKGALUEBhMCUOUX
FDASBgNVBAoTCOFKZFRydXNOIEFCMSYwJAYDVQQLEXx1BZGRUcnVzdCBFeHR1cm5h
bCBUVFAgTmV@d29yazEiMCAGAIUEAXMZQWRkVHI 1c3QgRXhOZXJuYWwgQ@EgUm9v
dDCCASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQoCggEBAL f3GjPm8gAELTNgT vt
H7xsD821+i02zt6bETOXpCWMTZ0fvUq8k+0DGuOPz+VtUF rWlymUWoCwSXrbLpX9
uMq/NzgtHj6RQalwVsfwTz/oMp50ysiQVOnGXw94nZpAPA6sYapeFI+eh6FqUNzX
mk6vBbOmcZSccbNQYArHE504B4YCqOmoaSYYkKtMsE8jqzpPhNj fzp/haW+710LX
a@Tkx63ubUFfclpxCDezeWWkWaCUN/cALw3CknLa@Dhy2xSoRcRdKn23tNbE7qzN
E0S3ySvdQwA1+mG5aWpYIxG3pz0PVnVZ9c@p1@a3Cit 1ttNCbxWyuHv77+1dUgue
WicCAwEAAaOB3DCB2TAdBgNVHQ4EFgQUrb2YejSeJvfexCZU7w094CTLVBowCwYD
VROPBAQDAgEGMA8GA1UdEWEB/wQFMAMBAT8wgZkGA1UdIwSBKTCBj0oAUrb2Yejseo
JvfexCZU7w094CTLVBghc6RxMG8xCzAIBgNVBAYTAINFMRQWEQYDVQQKEWtBZGRU
cnVzdCBBQj EmMMCQGA1UECXMdQWRKVHI1¢c3QgRXh@ZXJuYWwgVFRQIES LldHdvemsx
IjAgBgNVBAMTGUFkZFRydXNOIEVAdGVybmFsIENBIFIvb3SCAQEWDQYJIKoZIhvcN
AQEFBQADggEBALCb4IUlwtY]j4g+WBpKdQZic2YR5gdkeWxQHIZZ1j7DYd7usQwWxH
YINRsPkyPef89iYTx4AWpb9a/IfPeHmIIZriTAcKhjW88t5RxNKWtIx+Tu5w/RwS
6wwCURQt j row4MHfRnXnJK3s9EKOhZNwEGe6nQY1Shj TK3 rMUUKhemPR5 ruhxSvC
Nr4TDea9Y355e6cIDUCrat2PisP29owaQgVR1EX1n6diIWgVIEM8med8vSTYqZEX
c4g/Vhsx0Bi@cQ+azcgOno4uG+GMmIPLHzHXREzGBHNIdmAPx/ i9F4BrLunMTASa
mnkPIAoulZ5jJh5VkpTYghdae9C8x490hgQ=

MIIFdzCCBF+gAwIBAgIQE+00cFv@700MNmMMIgGFDNjANBgkqhkiGOwOBAQwWFADBY
MQswCQYDVQQGEwJITRTEUMBIGALUEChMLQWRKVHI1c3QgQUIxJjAkBgNVBASTHUFk
ZFRydXN@QIEV4dGVybmFsIFRUUCBOZXR3b3J rMSIwWIAYDVQQDExXLBZGRUcnVzdCBF
eHR1cm5hbCBDQSBSb290MB4AXDTAWMDUzZMDEWNDg zOFoXDTIwMDUZMDEWNDgzOFow
gYgxCzAJBgNVBAYTALVTMRMWEQYDVQQIEwWp0ZXcgSmVy c2V5MRQWEgYDVQQHEWTK
ZX1zZXkgQ210eTEeMBwWGAIUEChMVVGhLIFVTRVIJUULVTVCBOZXR3b3J rMS4wLAYD




Make a copy of the file and try test each of the certificate section one at a time.
---BEGIN CERTIFICATE---
<hash>
---END CERTIFICATE---

It will not work correctly if all of them are in the file at the same time.

The contents should only contain one cert section, just like the localhost file

= localhost-server.crt X

———BEGIN CERTIFICATE————
MIIDCzCCAfOgAwIBAgIJAPcRar8RZNOdMAGGCSqGSIb3DQEBCWUAMBOXE]AQBgNV
BAMTCWxvY2FsaG9zdDAeFwdx0DA4MDgwhNjMzMDFaFwOx0TA4MDgwN jMzMDFaMBQx
Ej AQBgNVBAMTCWxvY2FsaG9zdDCCASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQoC
ggEBAMd+C49VU3DGH1mKReD6tNhkd 13EqsTs6QmfZRYMEGiFUNT6C60ZEWQ02tsN
yRee2tmgZXmnTnmri3w+xmQ9Zo/YG1BL6v5XIL8tCV7WQcKSOyDSZ+yTgxAbj fib
wjExYyDUqUr1SMx@v9ox5H3J 1LOHPbhghykV7KXDf1MA3Y IWQRWmGUbH/STRRBVU
0ZxJUmDZ1hxojmoCPYIGLOGBJ/zXbXNKwkgsw/gueoOh5aEQP2ZKZS0XH8aleCP7
HJ1@52hA+szVIJ54P0fo9f5FGIdCNch/eoHi@quyJVenszB7w4thU80606
my6aNJC66Hmj KSQm26q7VjeZmAUCAWEAAaNgMF4wLgYDVRO]j BCcwlaEYpBYWFDES
MBAGA1UEAXMJbG9j YWxob3N@ggkA9xFqvxFk@50wCQYDVROTBAIWADALBgNVHQ8E
BAMCBPAwWFAYDVRORBAOWC4IJIbG9] YWxob3NOMAOGCSqGSIb3DQEBCWUAA4IBAQDC
T3GrrZ/fVdvD110CiJldoIeCib2t2nJqwf fvnOw+GlConrYfv087CWUSd+FaqGRL+
j2YCy3Afp3iQHMh5hezrzZ3J9TCvKJe/B1fnDulvfJiUzC1lriBYzW3cTfQbUwoi8zy
vuyeVTuS6KifVqT/N6UnIkY4dwaRvPdlKElemE9tTeXdcfUNMZqCzj TAW+oocQrk
pxHQdgulSYqlBNbJq8A1U+z2HZGg14Ngvygkj8ppkQDj//REDFzdyctcP8gSNINU
FbetWpARwjybfFUon@Uudj FWxY2u/EqDts/JRO181AB74270IEXnmo5XJHIRA9vN
wPaWoEnQnb1H@@/9UMYu

————END CERTIFICATE-——




